CS 291: Special Topics on Network Security Fall 2006

Homework 4 Due date: Oct 26

1. (20 pts) You wish to send an email to your project team member Bob. In the email body, you
present some of your ideas to design the framework of the project. You also send an attachment
of the GnuPG software package, because Bob complained to you that he has trouble accessing
the software for his homework. Please identify the security need in this scenario, state how
you achieve these security needs (e.g., use which cryptographic algorithm(s): DES, RSA, DSS,
etc.), and explain the reason behind your choices and measures.

2. (30 pts) Alice wants to send a message m to her stockbroker Bob. The message contains of a
list of trading instructions. Each instruction is represented as an entry with three fields of the
same lengths: “[num shares| [sell/ buy] [stock symbol]”. She has a pair of RSA public (Ky,)
and private (Kg,) keys and a public-key certificate C'4 from Verisign. Alice also has a public
key of Bob (Kp,) which she retrieved from a public key server.

Here is what Alice does to send the message m.

(a) Alice first generates a fingerprint of Bob’s public key Ky, then calls Bob to verify the
fingerprint (Refer to GnuPG for the concept of fingerprint);

(b) Alice randomly picks a new DES key Kg, and computes Cx = Ersa(Kg,, Ersa(Ku,, Ks)
using RSA algorithm;

(c) Alice computes C,, = Epps_pep(Ks, m) in ECB mode using DES algorithm;
(d) Alice sends C' = Ck||C,, to Bob along with her certificate Cjy.

Here is what Bob does, upon receiving C"

(a) Bob verifies Alice’s certificate Cy, and retrieves her public key Ky ,;

(b) Bob verifies the authentication and integrity of Cx and decrypts it via
Ks = Dpsa(Ku,, Drsa(Kry, Ck));
(c) Bob decrypts the message m = Dprs_pcep(Ks, Cp) via DES in ECB mode.

Please identify the security weakness in the above communication protocol, and suggest how
you can improve it.
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3. (20 pts) As we know, Message Authentication Code (MAC) can be generated using CBC mode
of operation of DES. Alice claims that she can send C, the encrypted message of plaintext
P =(P,P,,.., P,) via DES in CBC mode, as shown in Fig. 3(a), to achieve the goal of both
data confidentiality and integrity, because MAC is included in the message to be sent. Bob
claims that Alice’s scheme can only achieve data confidentiality, but not data integrity. To
achieve data integrity, additional MAC needs to be appended to C, as shown in Fig. 3(b). On
the other hand, Cathy claims that the MAC needs to be appended to the plaintext instead of
ciphertext for integrity protection. And for confidentiality, the plaintext with its MAC needs
to be encrypted as shown in Fig. 3(c). Please identify the valid claim. If there is none, please
present a way to achieve both data confidentiality and integrity only using DES algorithm
and CBC mode of operation.
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