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. INTERNETWORKING
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Fig. 1. Internetwork.

In Lecture 2, we have seen how to build a simple network usiimgctllinks. Direct link network
can only connect a limited number of hosts and cover a smalljigghical area. To establish a network
that has the potential to grow to global scale, we need toedrthe direct-link networks. There are two
important problems that must be addressed when conneaimgrks:heterogeneityandscale As shown
in Fig. 1, internetwork connects networks.@, Network 1 — Network 4) with different technologies with
routers(e.g, R1, R2, R3). This presents the problemheterogeneityTo understand the problem of scale,
let's consider the growth of the Internet, which has rougitybled in size each year for 20 years. The
Internet Protocol (IP) is the key tool to build scalable,gnegenous internetworks.

A. Addressing
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Fig. 2. IP addresses.

Addressing is the task of providing suitable identifiers &tirthese hosts in internetworks. To address
the problem of scalability, IP usdserarchicaladdresses. Specifically, IP addresses has 32 bits cogsistin



of two parts: a network part and a host part. The network plagnoP address identifies the network to
which the host is attached; all hosts attached to the sanworiehave the same network part in their
IP addresses. The host part then identifies each host upiquethat particular network. Moreover, IP

addresses are divided into three different classes, asrshiowig. 2. This address scheme has a lot of
flexibility, allowing networks of vastly different sizes tee accommodated fairly efficiently.

B. Fragmentation and Reassembly

A
H1 H8
[ETH[IP[(2400)| [FODI[IP[1400)|  [PPP[iP[512)] [ETH[IP[(512)
[PPP[IP|(512)] [ETH|IP|(512)|
[PPP[IP|(376)] [ETH|IP|376)|

Fig. 3. IP datagrams traversing a sequence of differentiphlysetworks as in Fig. 1.

One of the problems to provide a uniform host-to-host senoger a heterogeneous collection of
networks is that each network technology has its own deajimitf packet size. IP provides a means by
which packets can be fragmented and reassembled when thagabig to cover a given network. As
shown in Fig. 3, each fragment is a self-contained IP datagfaat is transmitted, independent of the
other fragments; Each IP datagram is re-encapsulated &br gaysical network over which it travels.

C. Routing and Forwarding

Now let’s look at the basic mechanism of IP by which packetsdalivered among different networks:
forwarding is the process of IP router to take a packet from an input and geout on the appropriate
output based on its forwarding tableguting is the process of building up the forwarding table.
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Fig. 4. Forwarding table of R2 in the network shown in Fig. 1 .

Forwarding IP datagrams can be handled in the following waglatagram that carries the IP address
of the destination host, is sent from a source host, pospidging through several routers along the way,
and arrives at its destination. Any node (a host or a rouber handles the datagram, first compares the
network part of the destination address with the network phits addresses (routers may have more
than one addresses, as they have multiple network intarthe¢ are connected to two or more networks).
If a match occurs, then that means the destination lies osdhee physical network, and the packet can
be directly delivered over that network. If the node is notrected to the same physical network as the



destination node, then it needs to send the datagram to errbased on its forwarding table, which is
know as thenext hoprouter. The forwarding table of Fig. 1 is shown in Fig. 4.

Fig. 5. Network as a graph.

Now the question is how do routers acquire the informatiotheir forwarding table? This is addressed
by the routing process. Routing is essentially a problemraply theory. If we view a network as a graph,
as in Fig. 5, the nodes of the graph may be either hosts, spubernetworks; the edges of the graph
correspond to the network links. Each edge has an assoa@attdwhich gives some indication of the
desirability of sending traffic over that link. The basic lpkem of routing is to find the lowest-cost path
between any two nodes. In more practical networks, routtngahieved by running routing protocols
among the nodedDistance vectomprotocol andlink state protocol are the two main classes of routing
protocols.
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Fig. 6. Distance vector routing.

The idea ofdistance vectoprotocols €.g, RIP ) is that: each node constructs a vector containing the
“distance” (cost) to all other nodes and distributes thataeto its immediate neighbors. Upon receiving
the distance vector from neighbors, each node updates dleir distance vectors and routing tables
accordingly. Fig. 6 shows an example of the development stidce vector and routing table.

The idea behindink state protocols €.g, OSPF) is that: every node knows how to reach its direct
neighbors. And if this knowledge is disseminated to evergenim the network, then every node will have



enough knowledge to build a complete topology of the netwuaitkich is sufficient to find the shortest
path to any node in the network and build the forwarding table

In practice, Internet is organized into autonomous syst@msouting domain) to provide hierarchically

aggregate routing information in a large internetwork tgiove scalability. Here the routing problem is
divided into two parts: intra-domain routing within a siaghutonomous system and inter-domain routing
between autonomous systems. RIP and OSPF are used fodamtran routing; while BGP (Border
Gateway Protocol) is the routing protocol used in Intermetifiter-domain routing.

The complexity of an internetwork brings a lot more secuistyues. For example,

« IP spoofingis one of the most common forms of camouflage in IP network.Anspoofing, an
attacker gains unauthorized access to a computer or a nebyamaking it appear that a malicious
message has come from a trusted machine by “spoofing” thedResal of that machine.

« Authentication of routing messagé®uting messages are used to deliver correct topologynraton
for the construction of forwarding table. If an attacker nfied the routing messages, it will disrupt
the routing operation of the whole network.

[1. END-TO-END PROTOCOL

We have established an internetwork connecting togethetlaction of hosts. The next problem is to
turn this host-to-host packet delivery service into a comiration channel between application processes.
This is sometimes called the end-to-end protocol. Two ererid protocols of Internet are UDP and TCP.
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Fig. 7. Port.

Since many processes may run on the same hosts, the protessido add a level of de-multiplexing.
To identify the processes, an abstract locator, often adallport is assigned to each process, as shown
in Fig. 7. Port provides a window to a networked system. Aktas often use port scanning to gain
knowledge of a system before they launch attacks.

Besides the de-multiplexing functionality, which is alscoyided by UDP, TCP provides a more
sophisticated connection-oriented, reliable networksiser Connection-oriented network service means
that the participants in a TCP session must first build a cctioe - via the 3-way handshake procedure



(client) (server)
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Fig. 8. 3-way handshake in TCP.

as shown in Fig. 8. TCP also guarantees the reliable, inralelévery of a stream of bytes via sequences
and acknowledgements. Finally TCP provides flow controigestion control to determine an appropriate
sending rate of the byte stream.
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Fig. 9. Network Architecture.

To organize all the above networking protocols in a systenedy, an architecture needs to be defined.
Open Systems Interconnection (OSI) (Fig. 9 (a)) architects one of the first defined architectures for
connecting computers. The Internet architecture, whicklse called the TCP/IP architecture (Fig. 9 (b)),
is the most widely adopted architecture.



