Lecture 5: Cryptography Basics

Yuan Xue

Starting from this lecture, we will studgryptography, which provides a strong tool against many kinds

of security threats. In particular, we will examine the doling issues in cryptography.

« what encryption does. We will introduce the basic concepts in encryption and gtiet encryption
model.

« how encryption works. We will examine the basic principles to design encryptitgoathms. Specifi-
cally, we will study two building blocks of encryption algthhms, and show how they can be expanded
and improved to create stronger and practical encryptigarahms.

« how encryption can fail. We would also discuss cryptanalysis, and show how enaylgorithms
can be broken.

« how encryption can be applied. We will further study how encryption algorithms can be used
building blocks with protocols and structures to perforrowsgy services.

|. MODEL FORENCRYPTION

Before getting into the details of each encryption alganitrwe introduce the model and the basic
concepts in encryption. We start with a simple example. $appyou want to send a message to one of
your friends Bob. you wish the message not to be understoanthmrs. One way to do this is to devise
some “secret codes”, which substitute a letter for eackr@ttyour original message. Such “secret codes”
must be agreed by Bob so that he can understand your “secsstaged’ once he receives it.

Caesar Cipher provides one feasible solution to such “secret codes’uduliaesar is said to be the
first to use this scheme. In Caesar cipher, each letter isl&i@al to a letter that i3 places after it in the
alphabet. So a full translation chart of the Caesar cipher is showrolews’.

nopqrstuvwxyz
QR STUVWXY Z A BUZC
TABLE |
CAESAR CIPHER

a b cd e fgh i j k I m
DEFGMHIJKLMNZOP

Using this encryption, the message “meet me after the pavodld be translated as

Original m e e t m e a t e r 't h e p a r t
Translated P H H W P H DI W H U W K H S DU W
TABLE I
MESSAGEENCRYPTED BY CAESAR CIPHER

f y
| B

The simple Caesar cipher is easy to memorize and implementeter, once the patten of “shifting 3
places” is recognized by an interceptor, he is able to relathalsubsequent messages between you and

INote that the alphabet is wrapped around.

The following conventions are used for letters in our clake:original text (plaintext) is in lower-case; the tramsthtext (ciphertext) is
in uppercase; key values are in italicized lowercase.



Bob. The general Caesar Cipher addresses this problem auigs a more secure encryption scheme.
In this scheme, the translated letter can be the one thatfisgsby K places in the alphabet. Féf = 1,

the message would be translated as follows. To communicigteBob using general Caesar cipher, you
need to agree with him on the value Af.

Original m e e t

a f t

m e e r
Translated N F F U N F B G U F S U

t h e p a r t vy
|l F Q B S U Zz

TABLE Il
MESSAGEENCRYPTED BY GENERAL CAESAR CIPHER (K=1)

PHHW PH
DIWHU WK
SDUWB

meet me
after the

party
I

meet me
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party
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Fig. 1. Encryption Model.

From the above examples, we observe the following compsenardn encryption system as shown in

Fig.

1.

Plaintext: the original message. Formally, we uge=< py, ps, ..., p, > to denote the plaintext. In
the above examples? =< m,e, e, t,,m,e,,a, f,t,e,r,, t,h,e, . p,a,rt,y>.

Ciphertext: the translated or encrypted message, denotéd-as: ¢y, cs, ..., ¢, >. In the first example,
the ciphertextC =< P,H,H,W,.P,H,,D,I,W,H,U, , W,K,H,,S,D,U, W, B >.

Encryption (enciphering): the process of encoding a message so that its meaning iwoius; the
transformation from plaintext to ciphertext. Formallyceyption is denoted using' = E(P), where
C is the ciphertext and is the plaintext. In the Caesar ciphét,= E(P) = (P + 3) mod (26)3; in
the general Caesar ciph&r,= E(P) = (P + K) mod (26).

Decryption (deciphering): the reverse process of encryption; the transformatiom foiphertext to
plaintext, formally denoted a® = D(C'). In the Caesar ciphe’? = D(C) = (C — 3) mod (26); in
the general Caesar ciphe?,= D(C) = (C' — K) mod (26).

Cryptosystem: a system for encryption and decryption. What we seek is ptasystem for which
P = D(E(P)).

Key: an input to the encryption and decryption algorithm. Thergption algorithm will produce
a different ciphertext depending on the specific key beingdu§he corresponding key is needed
to decrypt the ciphertext to plaintext. A key gives us flekiiin using an encryption algorithm,
and provides additional security: if the encryption algon falls into the interceptor’'s hand, future
messages can still be kept secret because the interceemad know the key value.

When the keys used for encryption and decryption are the sesrghown in Fig. 2, they are called
symmetric key, or secret key, and are denoted ds. The encryption (symmetric-key encryption or secret-

Here we assign a numerical equivalent to each letter (eg.0a.., z = 25).
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Fig. 2. Symmetric Cryptosystem Model.

key encryption) process can be denoted(ads= E(K, P); and the decryption process is denoted as
P = D(K,C). The cryptosystem is calledymmetric cryptosystem or conventional cryptosystem, and
needs to satisfy? = D(K, E(K, P)).
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Fig. 3. Asymmetric Cryptosystem Model.

The keys for encryption and decryption can also be diffeastshown in Fig. 3. In this case, the
encryption key is denoted dsx, and the decryption key is denoted &g . The encryption (asymmetric-
key encryption, public-key encryption) process is formaénoted ag’ = E(Kg, P), and the decryption
process is denoted @ = D(Kp,C)). Such a cryptosystem is calledymmetric cryptosystem. Similar
to symmetric cryptosystem, the following requirement reebe satisfiedP? = D(Kg, E(Kg, P)).

Cryptography studies the encryption and decryption schen@gptanalysis studies how to “break the
code”, i.e., how to decrypt the ciphertext without the kneside of the encryption details. The areas of
cryptography and cryptanalysis together are calledryptology.

We will first study symmetric cryptosystem in this lecture.

Before we get into the details of symmetric encryption sobgniet’s first exam how these schemes
may fail. There are two general approaches to attacking amgtnc encryption scheme.

« Brute-force attack tires every possible key on a piece of cihphertext until @slligible translation

into plaintext is obtained.

« Cryptanalysis exploits the characteristics of the algorithm and the saafestructure or pattern in the
plaintext that survive encryption, to attempt to break alemmessage, or to deduce the key in order
to break the subsequent messages. A cryptanalyst can wirkawiariety of pieces of information
and tools, such as statistical tools, and properties ofuaggs. Based on the information known to
the cryptanalyst, the cryptanalytic attacks are classHiedollows.



— In ciphertext only attack, encryption algorithm and ciphertext are known to the aypptyst.

— In known plaintext attack, information known includes: encryption algorithm, ciptest, and one
or more plaintext-ciphertext pairs formed with the secrey. k

— In chosen plaintext attack, information known includes: encryption algorithm, ciplest, and
chosen plaintext and its corresponding ciphertext geeéraith the secret key.

— In chosen ciphertext attack, information known includes: encryption algorithm, ciptext, and
chosen ciphertext and its corresponding decrypted phdintgh the secret key.

— In chosen text attack, information known in both chosen plaintext attack and emosiphertext
attack is available to the cryptanalyst.

Generally, an encryption algorithm is designed to withdtarknown plaintext attack. An encryption
algorithm is called tinconditionally secure”, if the ciphertext generated by the algorithm does not aont
enough information to determine uniquely the correspomgilaintext, no matter how much ciphertext is
available, and how much time an opponents has. An encryptgorithm is ‘computationally secure’, if
(1) the cost of breaking the cipher exceeds the value of tleeypted information; (2) the time required
to break the cipher exceeds the useful lifetime of the infdrom. There are two important issues when
considering breaking an encryption algorithm. First, thgptanalyst can not be expected to try only
the hard, long way (e.g. timing attack). Second, estimatioh“computational security” are based on
current technology. With the advance of computer technglogany encryption schemes which were
once regarded “secure” are breakable now.



